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(57)Abstract: 

PROBLEM TO BE SOLVED: To provide a certification 

system or the like with which the supply of a game 
machine and cartridge due to a regular supplier is 
secured and the read of data or copy of cartridge is 
blocked. 

SOLUTION: A game machine 1 reads the data of a 
cassette 2 and signature data, for which the digest of 
these data is enciphered, compares the digest of read 
data with deciphered signature data and certifies the 
cassette 2. Next, the cassette 2 returns three digests of 
challenge data supplied by the game machine 1, digest 
stored in the cassette itseif and common secret data as 
response data to the game machine 1. The game 
machine 1 discriminates whetiier these response data 
are coincident with three digests of challenge data, 
deciphered signature data and common secret data 
stored in the game machine itself or not and certifies 
the cassette 2. Similarly, the cassette 2 certifies the 
game machine 1 as well and afterwards, the game 
machine 1 executes a program stored in the cassette 2. 
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3 Jn the drawings, any words are not translated 



CLAIMS 



[Claim(s)] 

[Claim 1]An authentication system characterized by what it is [ a thing] characterized by 

comprising the following. 

The main part side authentication section. 

Have the cartridge side authentication section and said main part side authentication section, 
The cartridge side signature data is acquired from the main part side memory measure which 
memorizes the main part side signature data peculiar to seJf, and said cartridge side 
authentication section, When it distinguishes whether the cartridge side signature data is peculiar 
to said cartridge side authentication section and distinguishes that it is peculiar, Have the main 
part side discriminating means which acquires transfer object data from said cartridge side 
authentication section, and said cartridge side authentication section, A memory measure which 
memorizes said transfer object data, and the cartridge side memory measure which memorizes 
said cartridge side signature data, When said main part side signature data is acquired from said 
main part side authentication section, it distinguishes whether the main part side signature data 
is peculiar to said main part side authentication section and it distinguishes that it is peculiar, 
The cartridge side discriminating means which supplies said transfer object data which said 
memory measure has memorized to said main part side authentication section. 

[Claim 2]Said cartridge side signature data expresses what enciphered a digest which expresses 
a predetermined value assigned to a tropism function on the other hand for specific data using a 
secret key. Said cartridge side memory measure is provided with a means to memorize said 
specific data, and said main part side authentication section, Acquire sard specific data from said 
cartridge side authentication section, and said cartridge side signature data is decrypted using a 
public key, When it distinguishes whether said decrypted cartridge side signature data is 
substantially the same as said digest and distinguishes substantially that it is the same, The 
authentication system according to claim 1 characterized by what it is distinguished for whether 
said cartridge side signature data is peculiar to said cartridge side authentication section. 
[Claim 3]Said specific data consists of a portion beforehand specified among said transfer object 
data, and said cartridge side memory measure, Have a means to memorize identification data for 
a signature which specifies said portion, and said main part side authentication section. The 
authentication system according to claim 2 characterized by what it has a means to acquire said 
portion specified with said identification data for a signature which acquired said identification 
data for a signature and was acquired from said cartridge side memory measure among said 
transfer object data as said specific data for, 

[Claim 4]Said portion specified with said identification data for a signature, The authentication 
system according to claim 3 characterized by what is chosen so that the time required until it 
distinguishes whether said cartridge side signature data decrypted after said main part side 
authentication section acquired said specific data is substantially the same as said digest may 

become in less than fixed time. 

[Claim SjThe authentication system according to claim 2, 3, or 4 characterized by what said main 
part side authentication section is provided witii a key memory measure which memorizes said 
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public key supplied from the outside so that rewriting is possible, and said cartridge side 
signature data is decrypted for using said public key which said key memory measure memorizes. 

[Claim 6]An authentication system given in any 1 paragraph of claims 2 thru/or 5 characterized 
by what it is [ a thing ] characterized by comprising the foflowing. 

A means for said main part side memory measure and said cartridge side memory measure to be 
provided with a means to memorize the same common restricted data of each other 
substantially, respectively, and for said main part side discriminating means to create the main 
part side challenge data, and to supply said cartridge side discriminating means. 
The cartridge side challenge data are acquired from said cartridge side discriminating means, The 
acquired cartridge side challenge data, A means to create the main part side response data 
which expresses said value assigned to a tropism function on the other hand for data showing 
three persons of said common restricted data which said decrypted cartridge side signature data 
and said main part side memory measure memorize, and to supply said cartridge side 
discriminating means* 

The cartridge side response data is acquired from said cartridge side discriminating means, It is 
distinguished whether said value assigned to a tropism function on the other hand expresses said 
cartridge side response data for data showing three persons of said common restricted data 
which said main part side challenge data, said decrypted cartridge side signature data, and said 
main part side memory measure memorize. When are expressed and it distinguishes, have a 
means to distinguish that said cartridge side signature data is peculiar to said cartridge side 
authentication section, and said cartridge side memory measure, A means for it to have a digest 
memory measure which memorizes said digest, and for said cartridge side discriminating means 
to create said cartridge side challenge data, and to supply said main part side discriminating 
means* 

Said main part side challenge data which acquired and acquired said main part side challenge 
data from said main part side discriminating means, Said cartridge side response data which 
expresses said value assigned to a tropism function on the other hand for data showing three 
persons of said common restricted data which said digest which said cartridge side memory 
measure memorizes, and said cartridge side memory measure memorize is created. Said main 
part side response data is acquired from a means to supply said main part side discriminating 
means, and said main part side discriminating means, Said cartridge side challenge data, When it 
distinguished and meant whether said value assigned to a tropism function on the other hand 
would express said main part side response data for data showing three persons of said common 
restricted data which said digest which said cartridge side memory measure memorizes, and said 
cartridge side memory measure memorize and distinguishes, A means to distinguish that said 
main part side signature data is peculiar to said main part side authentication section. 

[Claim 7]The authentication system according to claim 6 characterized by what said digest 
memory measure is provided with a means to memorize substantially said digest supplied from 
the outside in un-vo!atilizing for. 

[Claim 8]Said memory measure is provided with a means to memorize said enciphered transfer 
object data, and said main part side authentication section, When it distinguishes that the 
cartridge side signature data acquired from said cartridge side authentication section is peculiar 
to said cartridge side authentication section. An atrthentication system given in any 1 paragraph 
of claims 2 thru/or 7 characterized by what it has a means to acquire said enciphered transfer 
object data from said cartridge side authentication section, and to decrypt it for. 
[Claim 9]Said memory measure is provided with a means to match said enciphered transfer 
object data with signature data for encryption data peculiar to the enciphered transfer object 
data concerned, and to memorize it When said main part side authentication section 
distinguishes that the cartridge side signature data acquired from said cartridge side 
authentication section is peculiar to said cartridge side authentication section, Said signature 
data for encryption data is acquired from said cartridge side authentication section. When it 
distinguishes whether said acquired signature data for encryption data is peculiar to said transfer 
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object data enciphered [ which was matched with the signature data for encryption data 

concerned ] and distinguishes that it is peculiar. The authentication system according to claim 8 
characterized by what it has a means to acquire and decrypt said transfer object data 
enciphered [ which was matched with the signature data for encryption data concerned ] for, 
[Claim 10]Said memory measure is provided with a means to memorize position data which 
identifies a logical position of a portion which memorizes said enciphered transfer object data 
among storage areas which self has, Said specific data contains the position data concerned, and 
said main part side authentication section, The authentication system according to claim 8 or 9 
characterized by what it has a means to acquire and decrypt said enciphered transfer object 
data from a logical position identified with said position data among storage areas which said 
memory measure has for. 

[Claim 1 1]The authentication system according to claim 8 or 9 characterized by what it is [ a 
thing ] characterized by comprising the following. 

A means to memorize position data which identifies a logical position of a portion which 
memorizes said enciphered transfer object data among storage areas where self has said 
memory measure, 

A means to memorize signature data for position data peculiar to said position data. 

A preparation and said main part side authentication section acquire said signature data for 

position data from said cartridge side authentication section, and it is distinguished whether said 

acquired signature data for position data is peculiar to said position data, A means to acquire and 

decrypt said enciphered transfer object data from a logical position identified with sard position 

data among storage areas which said memory measure has when it distinguishes that it is 

peculiar, 

[Claim 12]A memory measure which memorizes transfer object data. 

The cartridge side memory measure which memorizes specific data and the cartridge side 
signature data showing what enciphered a digest which expresses a predetermined value 
assigned to a tropism function on the other hand for the specific data concerned using a secret 
key. 

The cartridge side discriminating means which supplies said transfer object data which said 
memory measure has memorized to the device concerned when the main part side signature 
data is acquired from a device connected to self, it distinguishes whether the main part side 
signature data is peculiar to the device concerned and it distinguishes that it is peculiar. 
The main part side memory measure which is the authentication device provided with the above 
and memorizes said main part side signature data peculiar to self, Acquire said specific data from 
said cartridge side authentication device, and said cartridge side signature data is decrypted 
using a public key. When it distinguishes whether said decrypted cartridge side signature data is 
substantially the same as said digest and distinguishes substantially that it is the same, ft has 
the main part side discriminating means which acquires said transfer object data from said 
cartridge side authentication device. 

[Claim 13]The main part side memory measure which memorizes the main part side signature 
data peculiar to self characterized by comprising the following, Sard cartridge side signature data 
and said specific data are acquired from a device which memorizes specific data and the 
cartridge side signature data showing what enciphered a digest which expresses a predetermined 
value assigned to a tropism function on the other hand for the specific data concerned using a 
secret key, Decrypt said acquired cartridge side signature data using a public key, and it is 
distinguished whether said decrypted cartridge side signature data is substantially the same as 
said digest, An authentication device connected to the main part side authentication device 
provided with the main part side discriminating means which acquires transfer object data from 
said device when it distinguishes substantially that it is the same removable. 
A memory measure which memorizes said transfer object data. 

The cartridge side memory measure which memorizes said cartridge side signature data and said 
specific data, When said main part side signature data is acquired from said main part side 
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authentication device, it distinguishes whether the main part side signature data is pecuHar to 
said main part side authentication device and it distinguishes that it is pecufiar. The cartridge 
side discriminating means which supplies said transfer object data which said memory measure 
has memorized to said main part side authentication device, 

[Claim 14]Have the 1st and 2nd authentication sections and said 1st authentication section, 
Specific data is acquired from the 1st memory measure that memorizes the 1st signature data 
peculiar to self, and said 2nd authentication section. Decrypt the 2nd signature data using a 
public key, and it is distinguished whether said 2nd decrypted signature data is substantially the 
same as a digest which expresses a predetermined value assigned to a tropism function on the 
other hand for specific data. When it distinguishes substantially that it is the same, and 
distinguishes whether said 2nd signature data is peculiar to said 2nd authentication section and 
distinguishes that it is peculiar, Have the 1st discriminating means that acquires transfer object 
data from said 2nd authentication section, and said 2nd authentication section. The 2nd memory 
measure that memorizes said transfer object data and said 2nd signature data, When said 1st 
signature data is acquired from said 1st authentication section, it distinguishes whether the 1st 
signature data is peculiar to said 1st authentication section and it distinguishes that it is 
peculiar, Have the 2nd discriminating means that supplies said transfer object data which said 
2nd memory measure has memorized to said 1st authentication section, and said 2nd signature 
data, An authentication system characterized by what what enciphered a predetermined value 
assigned to a tropism function on the other hand using a secret key for said specific data 
showing a portion as which it was beforehand specified of said transfer object data is expressed 
for. 

[Claim 15]Said 2nd memory measure is provided with a means to memorize said enciphered 
transfer object data, and said 1st authentication section, The authentication system according to 
claim 14 characterized by what it has a means to acquire said enciphered transfer object data 
from said 2nd authentication section, and to decrypt it for when it distinguishes that the 2nd 
signature data acquired from said 2nd authentication section is peculiar to said 2nd 
authentication section. 

[Claim 16]Said 2nd memory measure is provided with a means to match said enciphered transfer 
object data with si^ature data for encryption data peculiar to the enciphered transfer object 
data concerned, and to memorize it. When said 1st authentication section distinguishes that the 
2nd signature data acquired from said 2nd authentication section is peculiar to said 2nd 
authentication section. Acquire said signature data for encryption data from said 2nd 
authentication section, and said acquired signature data for encryption data, When it 
distinguishes whether it is peculiar to said transfer object data enciphered [ which was matched 
with the signature data for encryption data concerned ] and distinguishes that it is peculiar, The 
authentication system according to claim 1 5 characterized by what it has a means to acquire 
and decrypt said transfer object data enciphered [ which was matched with the signature data 
for encryption data concerned ] for. 

[Claim 17]The main part side memory measure which memorizes said main part side signature 
data peculiar to self for a computer connected to the cartridge side authentication device 
removable, comprising, Acquire said specific data from said cartridge side authentication device, 
and said cartridge side signature data is decrypted using a public key, When it distinguishes 
whether said decrypted cartridge side signature data is substantially the same as said digest and 
distinguishes substantially that it is the same, A recording medium which recorded a program for 
considering it as the main part side discriminating means which acquires said transfer object 
data from said cartridge side authentication device, and making it function and in which computer 
reading is possible. 

A memory measure which memorizes transfer object data. 

The cartridge side memory measure which memorizes specific data and the cartridge side 
signature data showing what enciphered a digest which expresses a predetermined value 
assigned to a tropism function on the other hand for the specific data concerned using a secret 
key, The cartridge side discriminating means which supplies said transfer object data which said 
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memory measure has memorized to the device concerned when the main part side signature 
data is acquired from a device connected to self, it distinguishes whether the main part side 
signature data is peculiar to the device concerned and it distinguishes that it is peculiar. 

[Claim 18]A memory measure which memorizes said transfer object data for a computer 
connected to the main part side authentication device characterized by comprising the following 
removable. The cartridge side memory measure which memorizes said cartridge side signature 
data and said specific data, When said main part side signature data is acquired from said main 
part side authentication device, it distinguishes whether the main part side signature data is 
peculiar to said main part side authentication device and it distinguishes that it is peculiar, A 
recording medium which recorded a program for making said transfer object data which said 
memory measure has memorized into the cartridge side discriminating means supplied to said 
main part side authentication device, and operating it and in which computer reading is possible. 
The main part side memory measure which memorizes the main part side signature data peculiar 
to self. 

Said cartridge side signature data and said specific data are acquired from a device which 
memorizes specific data and the cartridge side signature data showing what enciphered a digest 
which expresses a predetermined value assigned to a tropism function on the other hand for the 
specific data concerned using a secret key, Decrypt said acquired cartridge side signature data 
using a public key, and it is distinguished whether said decrypted cartridge side signature data is 
substantially the same as said digest, The main part side discriminating means which acquires 
transfer object data from said device when it distinguishes substantially that it is the same. 



[Translation done.] 
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DETAILED DESCRIPTION 

[Detailed Description of the Invention] 
[0001] 

[Field of the Invention]Espeoially this invention relates to the authentication system and 
authentication device for restricting the user and supplier of data about an authentication 
system and an authentication device, 
[0002] 

[Description of the Prior Art]When a game machine provides a user with a game, Usually, a game 
machine is equipped with the cartridge containing memory storage, such as ROM (Read Only 
Memory) which stored the game program, A game machine reads the program data of a game 
program from the memory storage of a cartridge, and is made to execute the game program, 
[0003] 

[Problem(s) to be Solved by the Invention]However, for the purpose of maintaining the quality of 
the game supplied to a commercial scene for consumer protection, to restrict the supplier of a 
game to the person of the fixed range, it is necessary to prevent a game from being supplied by 
those who have not got permission of game supply. However, supply of the game ungranted a 
permission cannot be prevented in an above-mentioned technique. 

[0004]The above-mentioned situation is the same also about a game machine body* That is, 
even if it is a case where supply of the game machine ungranted a permission needs to be 
prevented for the consumer protection by the quality maintenance of a game machine, supply of 
the game machine ungranted a permission cannot be prevented in an above-mentioned 
technique. 

[0005]Even if it is the cartridge supplied by the regular game supplier, by reproducing the 
cartridge unjustly, there is a risk of the cartridge which is not what was purchased regularly 
circulating, and the unjust duplicate of a cartridge cannot be prevented by an above-mentioned 
technique. 

[0006]Even if it does not result in the duplicate of the whole cartridge, there is danger of the 
data stored in the memory storage of a cartridge being read unjustly, and being analyzed. And if 
the memory storage is built into a cartridge after the data read unjustly is stored in memory 
storage, two or more games will come to be unjustly performed after all using a common 
cartridge. 

[0007]When the read data has commodity value independently, even if it is a case where a game 
is unreproducible from the data (for example, when the data is image data), a risk of the data 
circulating independently is large. 

[0008]It was made in view of the above-mentioned actual condition, supply of the game machine 
by a regular supplier and a cartridge is secured, and an object of this invention is to provide the 
authentication system and authentication device with which read-out of data and the duplicate 
of a cartridge are prevented, 
[0009] 

[Means for Solving the Problem]In order to attain the above-mentioned purpose, an 
authentication system concerning the 1st viewpoint of this invention, Have the main part side 
authentication section and the cartridge side authentication section, and said main part side 
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authentication section, The cartridge side signature data is acquired from the main part side 
memory measure which memorizes the main part side signature data peculiar to self, and said 
cartridge side authentication section. When it distinguishes whether the cartridge side signature 
data is peculiar to said cartridge side authentication section and distinguishes that it is peculiar, 
Have the main part side discriminating means which acquires transfer object data from said 
cartridge side authentication section, and said cartridge side authentication section, A memory 
measure which memorizes said transfer object data, and the cartridge side memory measure 
which memorizes said cartridge side signature data, When said main part side si^ature data is 
acquired from said main part side authentication section, it distinguishes whether the main part 
side signature data is peculiar to said main part side authentication section and it distinguishes 
that it is peculiar, It has the cartridge side discriminating means which supplies said transfer 
object data which said memory measure has memorized to said main part side authentication 
section. 

[0010] According to such an authentication system, the main part side authentication section and 
the cartridge side authentication section send and receive transfer object data, after attesting 
that each other is manufactured regularly. Therefore, it is prevented from those who are allowed 
neither creation of the cartridge side si^ature data, nor acquisition of a secret key that transfer 
object data is supplied. 

[001 1]Said cartridge side signature data expresses what enciphered a digest which expresses a 
predetermined value assigned to a troptsm function on the other hand for specific data, for 
example using a secret key, In this case, said cartridge side memory measure is provided with a 
means to memorize said specific data, and said main part side authentication section. Acquire 
said specific data from said cartridge side authentication section, and said cartridge side 
signature data is decrypted using a public key. When it distinguishes whether said decrypted 
cartridge side si^ature data is substantially the same as said digest and distinguishes 
substantially that it is the same. It may be distinguished whether said cartridge side signature 
data is peculiar to said cartridge side authentication section^ Thereby, since the main part side 
authentication section verifies the justification of the cartridge side signature data first, danger 
of unjust supply of transfer object data decreases further. 

[0012]Said specific data consists of a portion beforehand specified among said transfer object 
data, and said cartridge side memory measure. Have a means to memorize identification data for 
a signature which specifies said portion, and said main part side authentication section. It may 
have a means to acquire said portion specified with said identification data for a signature which 
acquired said identification data for a signature and was acquired from said cartridge side 
memory measure among said transfer object data as said specific data. And said portion 
specified with said identification data for a signature, for example, It is good also as what is 
chosen so that the time required until it distinguishes whether said cartridge side signature data 
decrypted after said main part side authentication section acquired said specific data is 
substantially the same as said digest may become in less than fixed time. Time required by this 
in order that the main part side authentication section may check the identity of the cartridge 
side signature data and a digest is stopped short, and transmission of transfer object data is 
performed smoothly. 

[001 3]If said main part side authentication section shall be provided with a key memory measure 
which memorizes said public key supplied from the outside so that rewriting is possible and said 
cartridge side signature data shall be decrypted using said public key which said key memory 
measure memorizes. The main part side authentication section needs to be individually 
manufactured as a thing for attesting each cartridge side authentication section, where a 
memory content of a key memory measure is initialized, it will mass-produce the main part side 
authentication section, for example, and it should just write a public key in a key memory 
measure behind. 

[0014]Said main part side memory measure and said cartridge side memory measure, For 
example, have a means to memorize the same common restricted data of each other 
substantially, respectively, and in this case said main part side discriminating means. For 
example, a means to create the main part side challenge data and to supply said cartridge side 

http://www4ipdl inpit.go jp/cgi-bin/tran_web_cgi_ejje?atw_u-=http%3 A%2F%2Fww. . . 201 0/02/05 



JP,2000"^076063,A [DETAILED DESCRIPTION] 



3/13 ^— V 



discriminating means, The cartridge side challenge data are acquired from said cartridge side 
discriminating means, The acquired cartridge side challenge data, A means to create the main 
part side response data which expresses said value assigned to a tropism function on the other 
hand for data showing three persons of said common restricted data which said decrypted 
cartridge side signature data and said main part side memory measure memorize, and to suppty 
said cartridge side discriminating means, The cartridge side response data is acquired from said 
cartridge side discriminating means, [t is distinguished whether said value assigned to a tropism 
function on the other hand expresses said cartridge side response data for data showing three 
persons of said common restricted data which said main part side challenge data, said decrypted 
cartridge side signature data, and said main part side memory measure memorize, By having a 
means to distinguish that said cartridge side signature data is peculiar to said cartridge side 
authentication section, when are expressed and it distinguishes. It attests that the cartridge side 
authentication section is manufactured regularly. And said cartridge side memory measure is 
provided with a digest memory measure which memorizes said digest, and said cartridge side 
discriminating means. For example, a means to create said cartridge side challenge data and to 
supply said main part side discriminating means, Said main part side challenge data which 
acquired and acquired said main part side challenge data from said main part side discriminating 
means, Said cartridge side response data which expresses said value assigned to a tropism 
function on the other hand for data showing three persons of said common restricted data which 
said digest which said cartridge side memory measure memorizes, and sard cartridge side 
memory measure memorize is created. Said main part side response data is acquired from a 
means to supply said main part side discriminating means, and said main part side discriminating 
means, Said cartridge side challenge data, When it distinguished and meant whether said value 
assigned to a tropism function on the other hand would express said main part side response 
data for data showing three persons of said common restricted data which said digest which said 
cartridge side memory measure memorizes, and said cartridge side memory measure memorize 
and distinguishes. By having a means to distinguish that said main part side signature data is 
peculiar to said main part side authentication section, [t attests that the main part side 
authentication section is manufaclxired regulariy. 

[0015][f it shall have a means to memorize substantially said digest supplied from the outside in 
un-volatitizing, said digest memory measure the cartridge side authentication section. What is 
necessary will be to be individually manufactured for every thing from which transfer object data 
to memorize differs, to mass"~produce the cartridge side authentication section, where a memory 
content of a means to memorize a digest in un-volatilizing is initialized for example, and just to 
write a digest in the cartridge side authentication section behind, 

[0016]Said memory measure is provided with a means to memorize said enciphered transfer 
object data, and said main part side authentication section, When it distinguishes that the 
cartridge side signature data acquired from said cartridge side authentication section is peculiar 
to said cartridge side authentication section, it may have a means to acquire said enciphered 
transfer object data from said cartridge side authentication section, and to decrypt it. 
[0017]Thereby, about enciphered transfer object data, the privacy improves further, [f a portion 
which has on utility value of the data concerned among transfer object data is enciphered at a 
vermin ceremony, efficiency of transmission of data will also be kept high. 

[0018]Said memory measure is provided with a means to match said enciphered transfer object 
data with signature data for encryption data peculiar to the enciphered transfer object data 
concerned, and to memorize it, When said main part side authentication section distinguishes 
that the cartridge side signature data acquired from said cartridge side authentication section is 
peculiar to said cartridge side authentication section, Said signature data for encryption data is 
acquired from said cartridge side authentication section. When it distinguishes whether said 
acquired signature data for encryption data is peculiar to said transfer object data enciphered 
[ which was matched with the signature data for encryption data concerned ] and distinguishes 
that it is peculiar, It may have a means to acquire and decrypt said transfer object data 
enciphered [ which was matched with the signature data for encryption data concerned ]. 
[0019]Thereby, each transfer object data is individually made into an object of attestation by 
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signature, therefore propriety of transmission is determined individually. For this reason, the 
privacy of data improves further and the privacy of a mutually different level is provided 
according to a difference of the importance of transfer object data of further each, etc. 
[0020]Said memory measure is provided with a means to memorize position data which identifies 
a logical position of a portion which memorizes sard enciphered transfer object data among 
storage areas which self has, Said specific data contains the position data concerned, and said 
main part side authentication section may be provided with a means to acquire and decrypt said 
enciphered transfer object data from a logical position identified with said position data among 
storage areas which said memory measure has. 

[0021 ]As a result of unjust rewriting of position data becoming impossible substantially by this, a 
risk of it becoming impossible substantially to write enciphered transfer object data in the 
cartridge side authentication section unjustly, therefore transfer object data being rewritten 
unjustly is avoided. Since a size of the position data itself is usually small to such an extent that 
it can be disregarded compared with transfer object data, efficiency of a data transfer is not 
spoiled, 

[0022]A means to memorize position data which identifies a logical position of a portion which 
memorizes said enciphered transfer object data among storage areas where self has said 
memory measure, Have a means to memorize signature data for position data peculiar to said 
position data, and said main part side authentication section, When said signature data for 
position data is acquired from said cartridge side authentication section, it distinguishes whether 
said acquired signature data for position data is peculiar to said position data and it distinguishes 
that it is peculiar, it has a means to acquire and decrypt said enciphered transfer object data 
from a logical position identified with said position data among storage areas which said memory 
measure has — a tiling may be carried out. As a result of unjust rewriting of position data 
becoming impossible substantially, a risk of transfer object data being rewritten unjustly is 
avoided by this. 

[0023]An authentication device concerning the 2nd viewpoint of this invention, The cartridge 
side memory measure which memorizes the cartridge side signature data showing what 
enciphered a memory measure which memorizes transfer object data, and a digest which 
expresses a predetermined value assigned to a tropism function on the other hand for specific 
data and the specific data concerned using a secret key, When the main part side signature data 
is acquired from a device connected to self, it distinguishes whether the main part side signature 
data is peculiar to the device concerned and it distinguishes that it is peculiar. The cartridge side 
discriminating means which supplies said transfer object data which said memory measure has 
memorized to the device concerned, The main part side memory measure which is an 
authentication device connected to the *5*:*****5|< cartridge side authentication device 
removable, and memorizes said main part side signature data peculiar to self, Acquire said 
specific data from said cartridge side authentication device, and said cartridge side signature 
data is decrypted using a public key, When it distinguishes whether said decrypted cartridge side 
signature data is substantially the same as said digest and distinguishes substantially that it is 
the same, it has the main part side discriminating means which acquires said transfer object data 
from said cartridge side authentication device. 

[0024]Such an authentication device sends and receives transfer object data, after attesting 
that each other is manufactured regularly between the cartridge side authentication devices. The 
justification of the cartridge side signature data is also verified* Therefore, it is prevented from 
those who are allowed neither creation of the cartridge side signature data, nor acquisition of a 
secret key that transfer object data is supplied. 

[0025]An authentication device concerning the 3rd viewpoint of this invention, The main part 
side memory measure which memorizes the main part side signature data peculiar to self, and 
specific data, And said cartridge side signature data and said specific data are acquired from a 
device which memorizes the cartridge side signature data showing what enciphered a digest 
which expresses a predetermined value assigned to a tropism function on the other hand for the 
specific data concerned using a secret key, Decrypt said acquired cartridge side signature data 
using a public key, and it is distinguished whether said decrypted cartridge side signature data is 
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substantially the same as said digest, The main part side discriminating means which acquires 
transfer object data from said device when it distinpjishes substantially that it is the same, A 
memory measure which is an authentication device connected to the preparation side 
authentication device removable^ and memorizes said transfer object data. When said main part 
side signature data is acquired from said main part side authentication device, it distinguishes 
whether the main part side signature data is peculiar to said main part side authentication device 
from the cartridge side memory measure which memorizes said cartridge side signature data and 
said specific data and it distinguishes that it is peculiar, [t has tJie cartridge side discriminating 
means which supplies said transfer object data which said memory measure has memorized to 
said main part side authentication device. 

[0026]Such an authentication device sends and receives transfer object data, after attesting 
that each other is manufactured regularly between the main part side authentication devices. 
The justification of the cartridge side signature data is also verified. Therefore, it is prevented 
from those who are allowed neither creation of the cartridge side signature data, nor acquisition 
of a secret key that transfer object data is supplied. 

[0027]An authentication system concerning the 4th viewpoint of this invention, Have the 1st and 
2nd authentication sections and said 1st authentication section, Specific data is acquired from 
the 1st memory measure that memorizes the 1st signature data peculiar to self, and said 2nd 
authentication section. Decrypt the 2nd signature data using a public key, and it is distinguished 
whether said 2nd decrypted signature data is substantially the same as a digest which expresses 
a predetermined value assigned to a tropism function on the other hand for specific data, When 
it distinguishes substantially that it is the same, and distinguishes whether said 2nd signature 
data is peculiar to said 2nd authentication section and distinguishes that it is peculiar, Have the 
1st discriminating means that acquires transfer object data from said 2nd authentication section, 
and said 2nd authentication section, The 2nd memory measure that memorizes said transfer 
object data and said 2nd signature data. When said 1st signature data is acquired from said 1st 
authentication section, it distinguishes whether the 1st signature data is peculiar to said 1st 
authentication section and it distinguishes that it is peculiar, Have the 2nd discriminating means 
that supplies said transfer object data which said 2nd memory measure has memorized to said 
1st authentication section, and said 2nd signature data, What enciphered a predetermined value 
assigned to a tropism function on the other hand using a secret key for said specific data 
showing a portion as which it was beforehand specified of said transfer object data is expressed, 
[0028]According to such an authentication system, the 1st and 2nd authentication sections send 
and receive transfer object data, after attesting that each other is manufactured regularly. 
Therefore, it is prevented from those who are allowed neither creation of the 2nd signature data, 
nor acquisition of a secret key that transfer object data is supplied. 

[0029]Said 2nd memory measure is provided with a means to memorize said enciphered transfer 
object data, and said 1st authentication section. When it distinguishes that the 2nd signature 
data acquired from said 2nd authentication section is peculiar to said 2nd authentication section, 
it may have a means to acquire said enciphered transfer object data from said 2nd 
authentication section, and to decrypt it. Thereby, about enciphered transfer object data, the 
privacy improves further. If a portion which has on utility value of the data concerned among 
transfer object data is enciphered at a vermin ceremony, efficiency of transmission of data will 
also be kept high. 

[0030]Said 2nd memory measure is provided with a means to match said enciphered transfer 
object data with signature data for encryption data peculiar to the enciphered transfer object 
data concerned, and to memorize it, When said 1st authentication section distinguishes that the 
2nd signature data acquired from said 2nd authentication section is peculiar to said 2nd 
authentication section, Acquire said signature data for encryption data from said 2nd 
authentication section, and said acquired signature data for encryption data, When it 
distinguishes whether it is peculiar to said transfer object data enciphered [ which was matched 
with the signature data for encryption data concerned ] and distinguishes that it is peculiar, It 
may have a means to acquire and decrypt said transfer object data enciphered [ which was 
matched with the signature data for encryption data concerned ]. Thereby, each transfer object 
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data is individually made into an object of attestation by signature, therefore propriety of 
transmission is determined individually. For this reason, the privacy of data improves further and 
the privacy of a mutually different level is provided according to a difference of the importance 
of transfer object data of further each, etc. 

[0031 ]A recording medium concerning the 5th viewpoint of this invention in which computer 
reading is possible, The cartridge side memory measure which memorizes the cartridge side 
signature data showing what enciphered a memory measure which memorizes transfer object 
data, and a digest which expresses a predetermined value assigned to a Iropism function on the 
other hand for specific data and the specific data concerned using a secret key When the main 
part side signature data is acquired from a device connected to self, it distinguishes whether the 
main part side signature data is peculiar to the device concerned and it distinguishes that it is 
peculiar, The cartridge side discriminating means which supplies said transfer object data which 
said memory measure has memorized to the device concerned, The main part side memory 
measure which memorizes said main part side signature data peculiar to self for a computer 
connected to the *****5i»|c* cartridge side authentication device removable, Acquire said specific 
data from said cartridge side authentication device, and said cartridge side signature data is 
decrypted using a public key, The main part side discriminating means which acquires said 
transfer object data from said cartridge side authentication device when it distinguishes whether 
said decrypted cartridge side signature data is substantially the same as said digest and 
distinguishes substantially that it is the same. It carried out and a program for making it function 
was recorded. 

[0032]A computer which executes a program recorded on such a recording medium sends and 
receives transfer object data, after attesting that each other is manufactured regularly between 
the cartridge side authentication devices. The justification of the cartridge side signature data is 
also verified. Therefore, it is prevented from those who are allowed neither creation of the 
cartridge side signature data, nor acquisition of a secret key that transfer object data is supplied. 

[0033]A recording medium concerning the 6th viewpoint of this invention in which computer 
reading is possible* The main part side memory measure which memorizes the main part side 
signature data peculiar to self, and specific data, And said cartridge side signature data and said 
specific data are acquired from a device which memorizes the cartridge side signature data 
showing what enciphered a digest which expresses a predetermined value assigned to a tropism 
function on the other hand for the specific data concerned using a secret key, Decrypt said 
acquired cartridge side signature data using a public key, and it is distinguished whether said 
decrypted cartridge side signature data is substantially the same as said digests The main part 
side discriminating means which acquires transfer object data from said device when it 
distinguishes substantially that it is the same, A memory measure which memorizes said transfer 
object data for a computer connected to the preparation sK^ic^Hcsioic side authentication device 
removable. When said main part side signature data is acquired from said main part side 
authentication device, it distinguishes whether the main part side signature data is peculiar to 
said main part side authentication device from the cartridge side memory measure which 
memorizes said cartridge side signature data and said specific data and it distin^ishes that it is 
peculiar, A program for making said transfer object data which said memory measure has 
memorized into the cartridge side discriminating means supplied to said main part side 
authentication device, and operating it was recorded. 

[0034]A computer which executes a program recorded on such a recording medium sends and 
receives transfer object data, after attesting that each other is manufactured regularly between 
the main part side authentication devices. The justification of the cartridge side signature data is 
also verified. Therefore, it is prevented from those who are allowed neither creation of the 
cartridge side signature data, nor acquisition of a secret key that transfer object data is supplied, 

[0035] 

[Embodiment of the InventionjThe game system having contained the cassette which memorizes 
the software for games with which a game machine and its game machine perform the 
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authentication system and authentication device concerning this embodiment of the invention is 
explained as an example. 

[Q036] Drawing£ 1 is a figure showing the composition of this game system. This game system 
consists of the game machine 1, the cassette 2, and the output unit 3 so that it may illustrate, 
[0037]The game machine 1 consists of the control section 11, the main memory part 12, the 
enternal memory part 13, the input part 14, the slot 15, the interface 16, and LSlCLarge 
Scalelntegrated circuit) 17 for attestation. The control section 1 1 is connected to LSI17 the 
main memory part 12, the enternal memory part 13, the input part 14, the interface 16, and for 
attestation via the internal bus, and the interface 16 is connected to the slot 15. The control 
section 1 1 is connected to the output unit 3, 

[0038]The control section 1 1 consists of CPUs (Central Processing Unit) etc, and executes the 
game program which the program data supplied via the interface 16 from the cassette 2 
expresses. The control section 11 reads the program data which the enternal memory part 13 
memorizes, and performs the below-mentioned processing in which the program which the 
program data expresses was followed. 

[0039]The main memory part 12 consists of RAM (Random Access Memory) etc., and is used as 
workspace of the control section 1 1. The enternal memory part 13 consists of ROMs (Read Only 
Memory) etc., and memorizes the program data showing the processing which the control section 
1 1 should perform. 

[00403The input part 14 consists of joy sticks etc., and supplies the signal according to a user's 
operation to the control section 11. The slot 15 connects mutually the interface 16 of the game 
machine 1, and the interface 22 of the cassette 2 by equipping with the interface 22 of the 
cassette 2 removable. 

[0041]The interface 16 changes into the data of parallel form the data of the serial form supplied 
from the interface 22 of the cassette 2, and supplies it to the control section 11 or LSI17 for 
attestation. The interface 16 changes into the data of serial form the data of the parallel form 
supplied from the control section 11, and supplies it to the interface 22. 

[0042]LSI17 for attestation supplies the digest and random number which were obtained from 
ASIC (application-specific integrated circuit) etc, by becoming and performing the calculation of 
a digest and generating of a random number which are mentioned later according to the 
processing mentioned later to the control section 11. LSI17 for attestation has memorized 
beforehand the secret key for the below-mentioned key encryption used in order to perform 
processing mentioned later, the public key for signature verification, and common restricted data. 

[0043]The cassette 2 consists of R0M21, the interface 22, and LSI23 for attestation. ROM21 
and LSI23 for attestation are connected to the interface 22 via the internal bus. And R0M21 
outputs the data which self has memorized according to directions of the control section 11 of 
the game machine 1. The outputted data is supplied to the control section 11 via the interface 
22 of the cassette 2, and the interface 16 of the game machine 1. 

[0044]As shown, for example in draw|ng„2^ the information shown as (1) - (6) below is stored in 
R0M21. Namely^ the non-enciphering module which is data which expresses a part of game 
program which the (1) game machine 1 should execute to the storage area of R0M21, and is 
data in which encryption is not given, (2) The encryption module which is data showing a part of 
game program which the game machine 1 should execute, and expresses what was enciphered 
using the predetermined encryption key, (3) The encryption encryption key showing what 
enciphered the above-mentioned encryption key used in order to create an encryption module 
(that is, above-mentioned information on (2)) using the public key for predetermined key 
encryption, (4) The encryption position list showing the information, including for example, the 
address etc. which were given to the storage area, which pinpoints the storage area where each 
encryption module is stored among the storage area of R0M21, (5) The list for a signature 
showing the information, including for example, the address etc. which were given to the storage 
area, which pinpoints the storage area which is an object of a digital signature among the storage 
area of ROM21, (6) The signature data and showing what enciphered the value (namely, 
'^digest") which substituted for the predetermined hash function what combined the whole data 
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stored in the storage area which the list for a signature (that is, above-mentioned information on 
(5)) expresses in accordance with the predetermined rule with the secret key for a signature. It 
is beforehand stored by the supplier of the cassette 2, etc, 

[0045]The encryption key used in order to create the information on (2) may be arbitrary, for 
example, should just be based on DES (Data Encryption Standard) which is a standard which the 
United States of America defines. The public key for the key encryption used in order to 
encipher the encryption key concerned, and the secret key for key decryption which makes a 
pair are memorized by LSI17 for attestation of the game machine 1, The above— mentioned digest 
used for creation of the data of (6) should just be created using the arbitrary functions which 
can be substantially treated as a hash function, and the function concerned should just be 
based, for example on SHA (Secure Hash Algorithm), 

[0046]And the secret key for an above-mentioned signature and the public key for signature 
verification which makes a pair are memorized by LSI17 for attestation of the game machine 1, 
However, the secret key for a signature is separate from the secret key for key decryption 
which becomes a public key for the key encryption used in order to create the information on 
(3), and a pair. 

[0047]The data (namely, data stored in the storage area which the list for a signature shows) 
made into the object of a digital signature for creation of signature data is beforehand specified 
by the supply origin of the cassette 2, etc. As a standard which specifies the data of the object 
of a digital signature. What is necessary is just to specify the data concerned so that the time 
required after specifically acquiring the data of the object of a digital signature according to the 
processing which LSI! 7 for attestation mentions later, for example until it computes the digest 
of the data concerned may become in less than fixed time. The speed of processing of the 
signature check mentioned later is maintained by this more than constant speed, therefore a 
smooth advance of the game fay this game system is secured* 

[0048] However, let the encryption position list (namely, above-mentioned information on (4)) be 
an object of a digital signature except for the case where an encryption module says that one 
piece is not stored in ROM21, either, therefore an encryption position list does not exist. 
Therefore, as long as the encryption position list is stored in R0M21, the information which 
pinpoints the storage area where the encn^ation position list is stored shall be included in the list 
for a signature. 

[0049]Thus, a risk of the data stored in ROM21 being rewritten unjustly is avoided by making an 
encryption position list into the contents of the digital signature. That is, in order to verify 
signature data, the whole data specified with the fist for a signature is used so that it may 
mention later. For this reason, in order to attest the cassette 2 in spite of unjust rewriting of the 
data stored in R0M21, it will be necessary to leave, without rewriting an encryption position list. 
Therefore, those who rewrite data unjustly cannot write an encryption module in the storage 
area which the encryption position list left behind to R0M21 does not show. For this reason, it 
becomes very difficult to write uryustly the data which has utility value substantially in R0M21. 
[0050]The interface 22 changes into the data of parallel form the data of the serial form supplied 
from the interface 16 of the game machine 1, and supplies it to LSI23 for attestation. The 
interface 22 changes into the data of serial form the data of the parallel form supplied from 
LSI23 for attestation, and supplies it to the interface 16, 

[0051]LSI23 for attestation supplies the digest and random number which were obtained from 
ASIC etc* by becoming and performing calculation of a digest, and generating of a random 
nunrA>er according to the processing mentioned later to the game machine 1. LSI23 for 
attestation memorizes beforehand the substantially same common restricted data as what LSI17 
for attestation of the game machine 1 has memorized, The above-mentioned digest (namely, 
data which serves as above-mentioned information on (6) by enciphering with the secret key for 
a signature) used for creation of signature data is memorized beforehand, (In addition, beiowt 
LS[23 for attestation calls the digest dA the above-^mentioned digest memorized beforehand.) 
[0052]The output unit 3 reproduces the sound which consisted of television receivers etc., and 
displayed the picture according to directions of the control section 11 of the game machine 1, 
and followed directions of the corrtrol section 1 1» 
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[0053](Operation) Next, operation of this game system is explained with reference to drawing 3 - 
drawing 5. Drawing 3 is a flow chart showing processing of a digital signature check Drawing 4 is 
a flow chart showing processing of mutual recognition. Dravying 5 is a flow chart showing the 
procedure of execution of a game program. 

[0054](Digital signature check) If the game machine 1 is started after the slot 1 5 is equipped 

with the cassette 2, and a user directs the start of a game using the input part 14, the game 
machine 1 will answer these directions and will perform first processing of the digital signature 
check shown in drawing 3. 

[0055]If processing of a digital signature check is started, the control section 1 1 of the game 
machine 1 will access R0M21 of the cassette 2 via the interfaces 16 and 22, And the list for a 
signature (namely, above-^mentioned information on (5)) stored in ROM21 and the signature data 
matched with the list for a signature concerned are read, and LSI1 7 for attestation is supplied 
( drawing 3 . Step SI 01). 

[0056]If the list for a signature and signature data are supplied from the control section 1 1 to 
LSI1 7 for attestation. The value assigned to the substantially same hash function as what was 
used in order to create the signature data stored in ROM21 in the data made into the object of 
encryption for creation of signature data. It calculates (this value is hereafter called digest dB), 
and digest dB is supplied to the control section 1 1 (Step SI 02). 

[0057]The data made into the object of encryption for creation of signature data is the whole 
data specifically stored in the storage area which the list for a signature expresses as mentioned 
above* And in Step S102» LSI17 for attestation combines each data of each other which is in the 
storage area which the list for a si^ature expresses, for example in accordance with a 
predetermined rule, and calculates digest dB per [ which created and created one data ] data. 
[0058]Next, LSI17 for attestation decrypts the signature data supplied at Step SI 01 using the 
public key for signature verification which self memorizes, and stores in the main memory part 12 
the data (decrypted signature data) generated as a result of decryption (Step SI 03). 
t0059]It is distinguished whether digest dB supplied from LSn7 for attestation at Step S102 and 
the decrypted signature data of the control section 11 which LSI17 for attestation generated at 
Step SI 03, and was stored in the main memory part 12 correspond substantially (Step SI 04). 
And if in agreement and it will distinguish, it points to the display of the picture which expresses 
failure in attestation with the output unit 3, and processing is ended, and the output unit 3 will 
answer these directions and will display the picture showing failure in attestation. 
[0060](Processing of mutual recognition) On the other hand, in Step SI 04, if digest dB and 
decrypted signature data are substantially in agreement and it will distinguish, the control section 
11 will perform processing of the mutual recognition shown in drawing 4 . 

[0061]lf processing of mutual recognition is started, the control section 1 1 directs the start of 
attestation to LS[17 for attestation. LSI17 for attestation answers these directions and is 
supplied to LSI23 for attestation of the cassette 2 via the interfaces 16 and 22 by using as 
challenge data the random number which generated and generated the random number ( drawing 
4, Step S201). 

t0062]If challenge data are supplied from LS117 for attestation to LS[23 for attestation^ The 
challenge data, the common restricted data which seff memorizes, and self combine mutually 
three persons of the digest dA (digest which will serve as signature data if enciphered with the 
secret key for a signature) who memorize beforehand with a predetermined technique, and 
create one data (drawing 4, Step S301). 

[0063]And the value (this value is hereafter called the digest dC) which substituted the created 
data for the predetermined hash function (for example, the substantially same hash function as 
what was used at Step SI 02) is calculated (Step S302), If the digest dC is computed at Step 
S302, LSI23 for attestation will be supplied to LSE17 for attestation of the game machine 1 via 
the interfaces 22 and 16 by using the digest dC as response data (Step S303). 
[0064]If response data is supplied from LSI23 for attestation of the cassette 2 to LSE17 for 
attestation, Three persons of the challenge data which self supplied at Step S201, the common 
restricted data which self memorizes, and the decrypted signature data stored in the main 
memory part 12 in Step SI 03 of processing of a signature check are combined mutually, and one 
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data is created (Step S202). 

[0065]And LSII? for attestation calculates the digest (it is hereafter called the digest dD) of the 
data created at Step S202 using the substantially same hash function as what was used at Step 
S302 (Step S203). And the obtained digest dD distinguishes whether it is substantially the same 
as that of the response data (namely, digest dC) supplied to self at Step S303 (Step S204X 
[0066]fn Step S204, if the digest dD and response data distinguish substantially that it is the 
same, LSII 7 for attestation will send the success message of a predetermined form to LSI23 for 
attestation of the cassette 2 (Step S205). If a success message is supplied to LSI23 for 
attestation from LSII 7 for attestation of the game machine 1, it will answer this success 
message and will be supplied to LS[17 for attestation by using as challenge data the random 
number which generated and generated the random number (Step S304X 
[00673On the other hand, in Step S204, if in agreement and it will distinguish, LSII 7 for 
attestation will notify failure in attestation to the control section 11 of the game machine 1. The 
control section 11 points to the display of the picture showing failure in attestation to the output 
unit 3, ends processing, and the output unit 3 answers these directions and it displays the 
picture showing failure in attestation. 

[0068]If challenge data are supplied from LSt23 for attestation at Step S304 to LSII 7 for 
attestation, Three persons of the challenge data, the common restricted data which setf 
memorizes, and the decrypted signature data stored in the main memory part 12 at Step S103 
are mutually combined with a predetermined technique, and one data is created (Step S206). 
[0069]And the digest (digest dE) of the data created at Step S206, LSI23 for attestation of the 
cassette 2 is supplied by using as response data the digest dE obtained by calculating using the 
substantially same hash function as what was used at Step S302 (Step S207). 
[0070]If response data is supplied from the game machine 1 at Step S207 to LSI23 for 
attestation, The challenge data, common restricted data, and self which self supplied at Step 

5304 combine mutually three persons of a digest who memorize beforehand, and create one data 
(Step S305). 

[0071] And LSI23 for attestation calculates the digest (digest dF) of the data created at Step 

5305 using the substantially same hash function as what was used at Step S302 (Step S306X 
And the obtained digest dF distinguishes whether it is substantially in agreement with the 
response data (namely, digest dE) supplied to self at Step S207 (Step S307X 

[0072]In Step S307, if in agreement and it will distinguish, LSII 7 for attestation will notify failure 
in attestation to the control section 11. The control section 11 points to the display of the 
picture showing failure in attestation to the output unit 3, ends processing, and the output unit 3 
answers these directions and it displays the picture showing failure in attestation. 
[0073]On the other hand, in Step S307, if the digest dF and response data are substantially in 
agreement and it will distinguish, LSI23 for attestation will send the success message of a 
predetermined form to LSII 7 for attestation of the game machine 1 (Step S308), and will end 
processing of mutual recognition* LSII 7 for attestation to which the success message was 
supplied at Step S308 notifies a success of attestation to the control section 1 1 (Step S208X 
and ends processing of mutual recognition. 

[0074](Execution of a game program) If the notice of a success of attestation is supplied to the 
control section 11, this game system will execute a game program succeedingly in the procedure 

shown in draw ing 5. 

[0075]First, the control section 11 reads an encryption encryption key from R0M21, and supplies 
it to LSII 7 for attestation, LSII 7 for attestation decrypts an encryption encryption key using the 
secret key for key decryption which self memorizes, and supplies the encryption key obtained by 
decryption to the control section 11 ( drawing 5. Step S401), The control section 11 to which the 
encryption key was supplied reads an encryption position list from ROM21 (Step S402X 
[0076]Next, the control section 1 1 specifies and reads what expresses processing of the 
beginning of a game program among the data stored in R0M21 (Step S403). The header of a 
predetermined form is beforehand given to the data which may perform specification of the first 
processing by arbitrary techniques, for example, expresses the first processing, and the control 
section 1 1 should just retrieve the header concerned from the inside of the data stored in 
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R0M21. 

[0077]Next the control section 1 1 distinguishes whether the data read at Step S403 is an 
encryption module by analyzing the contents of the encryption position list read at Step S402 
(Step S404). And if it is not an encryption module, processing which the non-enciphering module 
concerned expresses will be performed (Step S405). (if it is a non-enciphering module) If rt is an 
encryption module, the encryption module concerned will be decrypted using the encryption key 
supplied to self at Step S401 (Step S406X and processing which the data obtained by decryption 
expresses will be performed (Step S407). 

[0078]And in the processing performed by Step S405 or S407, if other processings are called, 
the control section 11 will read the data showing the called processing, will treat the data as 
data specified at Step S403, and will move processing to Step S404. 

[0079]That is, the control section 1 1 distinguishes whether the data which read the data showing 
the processing called by Step S405 or S407, and was read based on the contents of the 
encryption position list is an encryption module. And if it is not an encryption module, processing 
will be moved to Step S405, and if it is an encryption module, processing will be moved to Step 
S406. 

[0080]By processing explained above, this game system executes a game program according to 
the data stored in ROM21, When the data which expresses processing of the object which should 
be performed in that case is enciphered, the processing concerned is performed after decrypting 

the data. 

[0081]As explained above, in this game system. If it is not necessary to set the whole game 
program of the object to perform as the object of a signature for example, and a part of game 
program is used for signature data creation, the purpose of protecting the game program 
concerned from unjust access will be attained substantially. 

[0082]And it is if a part of game program is made into the object of a signature C) as mentioned 
above. That is, if a vermin type is signed, as a result of calculation of a digest becoming high- 
speed compared with the case where the whole game program is set as the object of a 
signature, processing of a signature check becomes high-speed and a smooth advance of a game 
becomes is hard to be checked. 

[0083]If the data which does not need to encipher the whole game program of the object to 
perform, for example, expresses processing of an important scene with this game system on 
advance of a game is enciphered, the purpose of protecting tiie game program concerned from 
unjust access will be attained substantially. 

[0084]And as mentioned above, if a game program is enciphered selectively (at vermin type), 
compared with the case where the whole game program is enciphered, execution of a game 
program will become high^-speed and a smooth advance of a game will become is hard to be 
checked. As a result of the abbreviation of encryption, the information-redundancy nature stored 
in R0M21 becomes small, and storing of the data of R0M21 becomes efficient. 
[0085]The composition of this game system is not restricted to an above-mentioned thing. For 
example, the data which ROM21 memorizes does not need to express the program of the game 
which the game machine 1 performs, and the game machine 1 does not need to be a device for 
executing a game program, either. The cassette 2 does not need to store in ROM21 the data of 
the object supplied to the game machine 1, and the data of the object supplied to the game 
machine 1 may be stored in CD-ROM, DVD (Digital Video Disk), and other arbitrary recording 
media, for example. The game machine 1 and the cassette 2 of each other do not need to be 
connected removable, it may be connected fixed mutually and both may exchange data mutually 
via a communication line. 

[0086]The control section 1 1 may function LSI17 for attestation, two or more integrated circuits 
may be made to function about LSI17 for attestation, and two or more integrated circuits may be 
made to function about LSr23 for attestation. The game machine 1 may memorize beforehand 
the encryption key used for decryption of data at Step S406. 

[0087]The storage area which LS123 for attestation of the cassette 2 has and which memorizes 
the digest dA may be a storage area which the nonvolatile storage in which 1-^ime writing, such 
as PROM (Programable Read Only Memory), is possible has, for example. In this case, it is not 
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necessary to manufacture LSI23 for attestation individually every cassette 2 by which the data 
stored in ROM21 differs. Therefore, LSI23 for attestation in the state where the contents of the 
storage area which can be written in were initialized once for example, is mass-produced, and it 
may be made to write the digest dA in the storage area in which the 1-time writing of each 
LSI23 for attestation is possible after that 

C0088]The storage area which memorizes the secret key for key encryption which LSI1 7 for 
attestation of the game machine 1 has, and the public key for signature verification, It may be a 
storage area which the rewritable nonvolatile storage of EEPROM (Electrically 
Erasable/Programable Read Only Memory) etc. has. In this case, LSI17 for attestation may 
mass-produce LSI17 for attestation in the state where the data acquired from the cassette 2 
differs and where did not need to manufacture individually for every thing, for example, the 
contents of the rewritable storage area were initialized. And the user etc. of the game machine 1 
provided with LSn7 for attestation by which the contents of the rewritable storage area were 
initialized, It may be made to write the public key required in order to attest the cassette 2 
which is due to be connected to the game machine 1 for signature verification, etc* in the 
storage area which can rewrite LSI17 for attestation of the game machine 1, 
[0089]ROM21 matches with an encryption module and it may be made to store the signature 
data for encryption modules with above-mentioned separate signature data. The signature data 
for encryption modules should just encipher the encryption module matched with self using the 
3rd secret key separate from the secret key for an above-mentioned signature, or the secret 
key for key decryption, for example. In this case, LSI17 for attestation should just memorize 
beforehand the 3rd secret key concerned and the 3rd public key that makes a pair, for example. 
[0090]Thereby, the privacy of an encryption module improves further. The inside of the program 
data of the game program stored in ROM21 of the cassette 2, for example, It becomes applicable 
[ which sets except the portion showing processing of the game of the trial version as the 
object of a signature individually, and enables it to perform the game of the trial version using 
the game machine 1 which has not memorized the 3rd public key ]. 

[0091]When the signature data for encryption modules is matched with the encryption module, 
this game system should just execute a game program in the procedure shown in drawing 6, after 
the notice of a success of attestation is supplied to the control section 11. In the procedure 
shown in drawing 6, the processing which attached the same reference number as what is shown 
'n drawing 5 expresses the substantially same processing as what is shown in drawing 5> 
[0092]Tbat is, if the notice of a success of attestation is supplied to the control section 11, this 
game system will perform the same processing substantially with Steps S401-S404 of drawing 5 
succeedingly ( drawing 6 , Steps S401-S404). In processing (the processing as Step 404 got 
blocked that drawing 5 is substantially the same) of Step 404 of drawing 6 . When it distinguishes 
that the data specified at Step S403 is an encryption module, it is distinguished whether the 
control section 1 1 has the signature data for encryption modules matched with the data (Step 
S408X 

t0093]And when there was nothing and it distinguishes, the control section 1 1 moves processing 
to Step S406, When it was and distinguishes, the applicable signature data for encryption 
modules is read, and the read signature data for encryption modules and the encryption module 
read at Step S403 are supplied to LSI1 7 for attestation (Step S409X 

[0094]LSI17 for attestation the encryption module supplied from the control section 11, A 
predetermined hash function (for example, the value (it is hereafter called the digest dG) 
assigned to the substantially same hash function as what was used at Step SI 02 is calculated, 
and the digest dG is supplied to the control section 11 (Step S410).) 

[0095]Next, LSI17 for attestation decrypts the signature data for encryption modules supplied at 
Step S409 using the 3rd public key that self memorizes, and supplies the data obtained by 
decryption to the control section 11 (Step S411X 

[0096]Next, it is distinguished whether the digest dG supplied from LSI17 for attestation at Step 
S410 and the data of the control section 11 supplied from LSI17 for attestation at Step S411 
correspond substantially (Step S412X And if tn agreement and it will distinguish, and processing 
is moved to Step S406, it is not in agreement and it will distinguish, it points to the display of the 
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picture which expresses failure in attestation with the output unit 3, and execution of a game 
program is ended, and the output unit 3 will answer these directions and will display the picture 
showing failure in attestation. 

[0097]A digital signature may be given to encryption position data using the secret key separate 
from the secret key for an above-mentioned signature for encryption position data. In this case, 
the information which shows the storage area which does not need to use encryption position 
data for creation of signature data (namely, above-mentioned information on (6)) therefore, 
where encryption position data is stored in the list for a signature does not need to be included, 
[0098]When encryption position data is given the digital signature using the secret key for 
encryption position data, LSI17 for attestation of the game machine 1 may memorize the secret 
key for encryption position data, and the public key for encryption position data attestation 
which makes a pair, for example. And before the game machine 1 shifts to processing of Step 
S403, it may be made to attest that use the public key for encryption position data attestation, 
and encryption position data is created by the regular supply origin of the cassette 2, for 
example after processing of the above-mentioned step S402, 

[0099]As mentioned above, although this embodiment of the invention was described, the 
authentication system and authentication device of this invention cannot be based on a system 
for exclusive use, but can be realized using the usual computer system. For example, the 
authentication device and authentication system which perform above-mentioned processing can 
be constituted by installing this program from the media (a floppy disk, CD-ROM, etc.) which 
stored the program for performing above-mentioned operation in the personal computer. 
[01 00] Communication media (medium which holds a program temporarily and fluidly like a 
communication line, a communication network, and a communications system) may be sufficient 
as the medium for supplying a program to a computer. For example, this program may be put up 
for the bulletin board (BBS) of a communication network, and this may be distributed via a 
network. And above-mentioned processing can be performed by starting this program and 
performing like other application programs under control of OS. 

[0101]When OS shares a part of processing, or when OS constitutes a part of one component of 
the invention in this application, the program except tine portion may be stored in a recording 
medium. Also in this case, the program for performing each function or step which a computer 
performs shall be stored in that recording medium by this invention. 
[0102] 

[Effect of the InventionjAs explained above, according to this invention, supply of the game 
machine by a regular supplier and a cartridge is secured, and the authentication system and 
authentication device with which read-out of data and the duplicate of a cartridge are prevented 
are realized. 
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^ NOTICES * 

JPO and INPIT are not responsible for any 
damages caused by the use of this translation. 

1. This document has been translated by computer So the translation may not reflect the original 
precisely. 

2. ^^^ shows the word which can not be translated 

3. [n the drawings, any words are not translated. 



DESCRIPTION OF DRAWINGS 
[Brief Description of the Drawings] 

[Dra wing 1]It is a block diagram showing the basic constrtution of the game system concerning 
this embodiment of the invention. 

[Drawing 2] It is a figure showing typically the data structure of the data stored in ROM. 

[Drawing 3] It is a flow chart showing processing of a distal signature check 

[Drawing 4] It is a flow chart showing processing of mutual recognition. 

[Drawing 5]It is a flow chart showing the procedure of execution of a game program. 

[Drawing 6]It is a flow chart showing the modification of the procedure of execution of a game 

program. 

[Description of Notations] 

1 Game machine 

1 1 Control section 

1 2 Main memory part 

13 Enternal memory part 

14 Input part 

15 Slot 

16 and 22 Interface 

1 7 and 23 LSI for attestation 

2 Cassette 
21 ROM 



[Translation done.] 
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(3) m%\^^'^^-f^ (o*«3±^<^ (2) «it#) 

i:. (4) ROM2 lOfBlt^iiE'f, ^-srCBf-i-^k^v' 
rt-yV;iS^^$ttTV>5E1i^«*#i£-t5fflf^ (^x 

ff. *(^ts'it«ic#$H7tTK^;^^) ^m-n%\t 

\tM.^):^Vt. (5) ROM2 icDiBlili^f . xVi? 

m^^yh. (6) ^i&>t^y ;^ h (o*i?±ii© 
(5) (Dm%) ;i^«-rEtiW-1^^$t^-CV^5x"-:^' 

a MifctcfHiA Ufclit (t *t>*>. r^s^^ X ;^ b J ) 

X^^-^o 

[0 0 4 5] (2) (7)-|f|B=lr#^"r5fcfctcfflv> 

'a-*H;4^:^ij>?i^lSX'fcSDE S (Data Encryption St 
andard) (c¥»tfct>(7?-efcn«J: V\ Sfc. 

1 7}cE'ii§tl-CV^;5„ tfc. (6) (?)x-^<^f^j?Sc(C 

<. ^^H^tt. 1i?!lx.tfSHA (Secure Hash Algorith 
[0 0 4 6] *LT. ±M(^)^i&^©W»i:^&?^^-r 

^^wn<n><mmi. ^~j>m\<r>%wn\.^ 1 1 7 

tC|Eti§ttTl^-5o fc/ct. l-i&iH©«#f±. (3) 
[0047] ^^T-^Of^J^cOlttiKf^ 'J^fV^^ 
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[004 8] fcfcx. Bf-^-fWigy;^ h i-r^i^h. ± lo 

iE® (4) CO^W tts B|-^'(t*v'a-;Vd^ROM2 1 
^ttrVNSfc^irl-So l^ot. ROM2 liCBf^'fWS: 

m))^\-i>^W^^tiX\'^?>m'0. m^MM)):^h\cii, 
[00491 rco4;5i-. Bf ^-fWaS y :^ h ?r-fV v'^' 

rcDfcfe. ROM2 liC^&^^ttXV^S 

K^^m^^^it, ROM2 licm^nm^ititm^j 
?^ vi)^7fi\.x\,^ti\^%'mm^}-m^it't^j:=.-A'-km 

xmmt^£^. 

[00 50] -y^ — y 31— >^ 2 2 tt^ ff—J>,% 1 CD-I' 

9^ Ay WV?f^^<Dr-^}C^i^L-CEilEilL S I 2 3 
tc«&i-^, *fc, -i'>'i?-7zc-;^2 2}i. lIEfflL 

[00 5 1] ESMLS I 2 3tt, AS I Q,m)-^hft 

^.'>m-thvm^^^x^^'^:^7.y<n>V(%'^'m.<f> 40 
isBMLs 1 1 1 tm%\^x\'^^\><r>}i%%mz.n~-<f> 

»®T:^Bt#{bi-5::i}^J:^3±aiCO (6) <omm.hti: 
h=f~^) ^^j?)EiiLTVN2)„ (/its, iiiT-e{±. m 

[00 52] ttJ;^M« 3 tt, r W t^^i? 3 yg^^^A^ h 50 
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fa <5 . -i^-^Na 1 © fiJMP 1 1 ©*l*tctJ§o^iiIig§r^ 

/^L. tfc. $ij»i 1 ©^i/^t^c^s<>fclf^^ff4•f 

So 

[00 5 31 mffi tOiZ.. rL(0^-KV:^fh,<r>'m'(^ 

■k. m^--m^^^m\.xwmf^o us a, r^^^^ 
)\^m^-^mffyM^m.-fy'a-^-\-\-nhh. ii4 

tt, 'i^-is7'a:/7ACr)g|ff©#iWSr^-f ^ta-f-Jt'- 
[0 0 5 41 (TV-^^;v¥i&ftl^) -i^-AMifi, 

-^If'Xf^-mi 4^ffl^^r^"AOM^fe;Sr^t^i-5i, 
^-A^lttr©J|/T^icj^^^t-C, *-f. il3{cs^tx 

[0 0 5 51 'y9f\'^^'m%<i:>¥mkm¥sfbts 

2 2&^UT**S' b 2C9ROM2 1 [CT^-fe-;^^-^, 
-?:LT, ROM2 1 Jc^^i^j^^xtl^Sg^^^y h 

(i-/j:*>*>±^© (5) omm t. mMm^M^v:^ 
hKM}t^Hnhfix\,^i>m^7'-^ tk^^i^^. mm. 

fflLS I 1 7\m^i-i} ms. 7;t->:/s 10 1), 

{00 5 61 mim L s 1 1 7 mmu 1 1 ^^h^^ 

<Dj^^(D±l^(D«§^rit<DM^ k ^ttjtf*-^ Sr. R OM 

'J^y^ ^ d B ?&$iJ#PS|5 1 1 \mmir:^ (xt^^t's l 0 
2) „ 

[0 0 5 7} /ifc\ g:Sr-^'COi^^6Dfcfe<?)Bf-§->ft<7) 

=^^sr^y ;^ h3isS-tlSliMWcl#iW$nTt>$'7*-iS'^ 

s 1 1 7}±, m?L\t. m^M^}}^ h^mtU'Bmm^ 
h^^^—? i:m^(omMncmoxm^cB'^Lx im 

[00 5 8] m^. MKt!^ L S I 1 7 fi, ;^7^ y^S 1 

mm'^mmkm\>^xm^-itu m^it(omm±^^^ 

»^i-2> (^x-yT'S 1 0 3) „ 

[0 0 5 9] mmm is. ^xy/s 1 02-e^iEffi 

rs 1 0 3T?fSSEfflLS I 1 l1fi^^\.X^WM%l 2 

i-mu^^?pk^?T^hx. mmt:mju mtswm.^ 
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[00 6 0] mmmomm) :x^s/:/s i o 
t im^m'-^t^ t mmt^ t . nmm mt. m 

[00 6 11 mmm(Dmmt:mi^iri>t. ?^mu 1 1 
tt. EEfflLs 1 1 7{c, mM<Dmi^^^^irii. mm 
MLS 1 1 7itz.<Dmmcm^Lxu.m^^u 

1 6:S:t/2 2S:^U *-fcS' h2(0ig|iEffiLS I 2 3tc: 10 
^^t^ ;^xy7'S2 0 1) o 

[0 0 6 21 nWLS I 2 3ti. iEKE^LS I 1 7 i 

4, :^'TV~fS 3 0 1), 

[0 0 6 3] ^bX. 'f^^LftT'-^^. FJT^f^-'^yv' 

>^Ty:^S l O 2^?ffl^^fc%o^^^l® 20 

6<]}C|l]-"(D/NS^v'iMic) ic^tALfdtt (»T. Z.<D^ 

0 2) o ;^7"yyS3 0 2X*y<fv?3i;^ hdoi^^ai^ 
tv^t, ^lEMLS I 2 3tis ^-(^J=^:^VdCt\^:^ 

^ u ^-^m 1 ©miEM L S I 1 7 im^t^ (^T 
y^S 3 0 3), 

[0 0 6 4] ^SEfflLS I 1 7tt, l^-bry b2<^EiiEffi 

LS I 2 3d:»?>U';^jK>'7;x-^5'Sr#tl&§tt§i:. 

S''/S 2 0 ixSa;a^#fe^tfcf^^^>>^x-^. 30 

y:/S 1 0 3^C*5V^T^|Bmfl51 2 

X " ^ ai/ H'^-a- t-c HB©r -iS' ^ 

#j*t?) (;^r-y:/s 2 o 2) „ 
[00 6 51 ^ LT. ^lE^LS I 1 7 ii. ^^t^s/^S 

2 0 2"e#J^$tl-yc7^-i?(7)^-fv?:xX h (EtTs ^^-f 

v==cX h dD^riq^-S) :7!^7^y7''S 3 0 2-efflV^fc'^ 

xs/7''S 2 0 3) „ ^LX. #e,tvfc^5^W v^i:^ hdD 

jj^. ;^7^s'ys 3 0 3-?ga(C'Pi^$tbfci';^^Ky7^f' 40 

(©xfc5*^l5*^*WJi-a (;^x5/7's 2 0 4) „ 

[00 6 6] P^rs/7''S 2 0 4}C*5V^-C. ^^''l" i^rc;^ h 

tm%^it^ t . milEffl L S I 1 7 tt, ;i7i? y b 2 ©fgliE 
fflLS I 2 3{Cf;f:S:c051^^cr)f-;^-fex^;^ ^iizlS 
Uy'^y^S 2 0 5), ^lEffl L S I 2 3 tt. ^-M^m 
lOlSiiEfflLS I 1 7*»f,i^^■t:;^/^5'■fe->^<^^^$ 
iiS^:. :L(D'f^'^:^^y±~'J\cm^bXn^m^^m 
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S I 1 7 fJlWj^l-a (XxyT'S 3 0 4) „ 

to 0 6 7] J^xj/T'S 2 0 4iC*il^T. -IfcL 

mnn 1 1 m^(D^m^m^ir^. $mn 1 1 its 
^^m<D^f&:-i:mi-mn(D^7^^m:fMm.3Km^hxm 

[0 068] ^SEffl LSI 1 7 ^/T'S 3047? 

-a^^ Rr^P^Ty:fS 1 0 3X±Eli§gl 2iCi^§ti. 

trje-a-LTHicDf^-^^f^^-rs cx7'5'y^s2o 

6) 0 

[0 0 6 9] •?:bT. ;^r5'7°S 2 0 6T'#^$nfc'r 

S 3 0 2-eJi^^fct5^7)i^^6!)^c|5|-^o/^s'->a||l[& 

t L.-C:»-fe h 2 COSIER L S I 2 3 t#|&-ra 
(;^T-?/7°S 2 0 7) o 

[0 0 7 0] ^lEfflLS I 2 3 ft. ;^T-s/:5^S 2 0 7X 
y 7'S 3 0 4 T' g B^Sf^l&bfc^'-Y \yV'J-'f-9 , ^m. 

S 3 0 5) . 

[00 7 IJ -eUT. ISKfflLS I 2 3{i. ;^xy7'S 

3 0 s-eif^K^njtf-^co^^-i'i?^;^ h w^^^j^^T. 

hdF) Xr^y^'S 3 0 2"effli.^fct>cDi:^«e^lC 
6) „ ^LT. #P>tlfc^-ri^^X hdF;6^. 7^7- 

s 20 7-cia}C'Bti&$nfc^;^5K>';^f*-;? (1-*fc> 

*>^V h d E) i:^W^{c:-ifc-rSd^5*^^« 
-rs (;^xy7°s 3 0 7) „ 
[0 0 7 2] ^^xi/y^S 3 0 7iC4Ql^-C. -^LifeV^i: 

WJi-5fc, ^EfflLs 1 1 7{t. \ ^mwr> 

^mcwm-^>o nmu 1 1 miiE(7?^iJr*^i-H^ 

©^*4ra;':gg3lc||*LT^air|^7t, ttiyjiSg 
[0 0 7 31 -^.fy-f^ 3 0 7{C*Dl^rv ^Vv' 

i|9jsij-r 2. i: . L s 1 2 3 ji. Ati i (r>mm 

LS I 1 l\m%<n>W^<r>^^^-^:^ y-fe-i^SrSI?) 

(;^7^i/7'"s 3 0 8) . fal:t?lE©^0!®^^l^Ti-5„ ;^ 
ffl L s 1 1 7 tt, swas 1 1 \mw^^^)i'km& t 

xyyS2 0 8) , tBSiiiiE^^aasri^T-r^o 

[0 0 74] ('^'-AT'P ^7 A©^^T) 1 1 
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[0 0 7 5] $mUl Itt. ROM2 

^m^^m^tHLX. EiEffiLS I 1 7\cm^ir6. 

tmm L s 1 1 7 tt. s a^^iS'it-raiiii-i-'ftfflciiK^ 

i^tz.m^mwMn 1 1 im^-ri> (ei s . y y s . 

4 0 1) o ^^m^^^^ifhitmmMi rom2 

1 J: «3 af-^-'ffcttg V^h ^is^iitf (;^7^ y y S 4 0 

2) „ 10 
[ 0 0 7 6 ] iJctC, S'JI^PgB 1 1 tt, ROM2 1{C$&^$ 

[00 7 7] 1 1 »s S/T^S 4 0 2 

K) . 7^7- v-fS 4 0 3 XWf-^h-itT'—^iim^'^t'^^J' 20 

^ -fi-xh 5 yJ^S^;i^<^¥ilS<i-r S (;^ryys404) „ 

(^X5'yS4 0 5) „ Pt^'ft^i^a.-Zl'-efo 

titf. ;^x-yy s 4 0 1 Tgatc^i&^nfcit-^IS^ffl 
v^-r^l^st-i-{t:^^:^^"^i-^a-^ft t (;^7^yys 4 o 
6) , m-^^kica;'9t#^,tv5tx-^;&^«1-^a&^ff1- 

5 (y^x y^S 4 0 7) „ 

[0 0 7 8] ^ LT, 7^xyyS405^S40 7t^|l 

[0 0 7 9] f;'^^*>x %mUi itt. ;^xyys4 0 
5-^340 7 l?ffo^^±l$t^fcMa^«-rT™^5'^^^ai 

lt^ft*>'r^-;VT'/£ttixtf;=^ry7°S4 0 5}::^ 

a^#b. Bt-^-{t;^i?3.-;V'T?&tVti^T5'yS 4 0 6 

40 

[0 0 8 0] ^i±mPJbfc^&as:iJ:"9s c©'>*-A>';x 
TM%. ROM2 1 Ecm,tt$ti.ri^5r-^}c^o-cy 

[0 0 8 1 ] ti±Sifi^Lfccfc c©y-i.^/;^7"A 
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[0 0 8 2] ^LTs ±34(^j;5{-s ^^'-i^yoy^A 
[0 0 8 3] r<^y-A'>;^7"A-ef4^ mf-f^ 

10 0 8 4] ^LX. ±m(Dlo'i^. ^-^yu^yj^ 
^U'^mK (A:^v^^^t) ft^-fbtttfis ^-M^-:ft2-;f 

[0 0 8 5] r<©"^^-Ai^:^7^J^tfO!|f^f4, ±^ 

M^fl, ROM2 DO^E'ltSr 

y h 2tty'-Aai S-«S1-5^^cD'r-i?'^ROM2 

1 \c^mt^-i^-'Wim < . ^-j^m i i^m^^m^ao 

T-:?ii. ^ilxffCD-ROM-^DVD (Digital Vide 
o Disk) ^(^mfi:E^O|S^iE#}c:|&iW^tl.•CV^TJ: 

tix\^xi>x^^L. mmmB^ikhxmmcv'-'^o^ 

^^fx^h(oxhoxh3:^\ 

[00 8 6] sfc. m.mm l s 1 1 7 (om^^^Mmu i 
iti^oxhii^'h, m.w<Dmmmmimm^L s 1 1 
7(Dmm^nox^KLX'bk\'^u MW<^:>Mmmm^ 

mSEfflLS I 2 3(Dilt6<Srtt5±5l-UT'bJ;v\ t 

fcs ;^7^yyS 4 0 6■r-x-:5'(^«#•ft^CffiV^5Bt•tlS 
[00 8 7] y h 2 ©imffl L S I 2 3 

PROM (Pxogramable Read Only Memory) #01 

m-mt72^^^mf£^n^mim^SA^^tmmm^x 

h^XhX^\ :L0m't. mm^LS I 2 3tt, rom 

2 i}::*&iSf«3§n-ST-iS'/5Wj:5*-fes' H2fe{cjBjSiJ(c 

23&mmu ^<o^^ e^^isiiffiLs 1 2 scomi 

[0 0 8 8] ^~M,mi<DmUMLS I 1 7*^* 
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-raiBlifiSyctt. EE PROM (Electrically Erasabl 
e/Programable Read Only Memory) "T^jfe 

m<DmU^LS I 1 ylrfiSt-CbiV^ •t-tT, ♦"t 
[00 8 9] *5t. ROM2 1tts llt^^b*i>i«-^^Vi: 

(0 0 9 0] rtifCii?, lit-!§->fk^e^a.-7l'®Sgtttt 

5 s ^<D!^^Mf)^-^mtf£^. 30 
[009 1] Bf ^'fb^v^a-zl'tCBf -^-fb^i^^-^l-ffl^ 

iv\ l2I6lc:^1-#)i|S{c*3i,^T. ia5tc^i-^>o<tlRl- 

[0 0 9 2] t^i:t>1b. $iJ» 1 1 >i5|giiE©fiK5fi»a*P 

5CDy^7'S'7'S4 0 l~S4 0 4i:IIK6*Jf-P~'OMa 40 

trtr^' (06, 7^7'5''7°S4 0 1~S4 0 4) « ElGfiO 
;^xyy^4 0 4C»^a |l!5©;^7'y7'4 0 4 

^;Sff6t)t-lRl-~<?:)^iaa) :^Ty^S4 0 3X' 

(;^-7'y7"S 4 0 8), 

[0 0 9 3] ^UTs sil^^iWJUfcttv ^Jt^aSl 1 

{4^a^:^ry7'S4 0 6}c#f<, fcS tWJbfctt 
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fflLS I 1 7{c:#?ei-S (:^xy7"S4 0 9)o 

[0 0 9 4] ^MffiLs 1 1 7it. mmul la^hmm 

tf. ;^xy7°s 1 0 zxm-'tcho t^M^\cm-<D^^ 

^) %fl-3IU /-fv^i:^ hdG^§iJ»ll{c^i^ 
S (;^7^5/-/s 4 1 0) „ 

[0 0 9 5] ^\C, ISEfflLS I 17 it. 7.7- y-f^ 4 
0 9-t*i^$ttfcHt^'fb*~:^a--;Vffl^^7=~i?^, g 

S 4 1 1) o 

[0 0 9 6] gicfc. fiJI^ilgiS 1 1 ft. -y^^S 4 1 0 X 
^lEfflLS I 1 Th^hmk^^1t¥4'y^7.YAQb. 
T.'ry-f^A 1 ITimiEfflLS I 1 7 t'^h'^^^^ftjf 

S4 1 2) , ^ UT. -grf 5 tWJT5<!:MaSr;=^r 

[0 0 9 7] m%\mM^-9\^\±. ±ife©Si& 

fiiifix-^^l-^y"-^ (ti^^t-t,. iilo (6) <^1f 
if) ©f1sj^ltfflV^§iK>lli4Jte<, ti^o-C. m^nm^^ 

[0 0 9 8] ^^{'C'mff-^li^. i^^\utwf~^m 

mn-l. 1 Wl^SEffl L S 1 1 7;45^ St^-fkfe® 

X - S <7) e;^® ^ i: M ^ -rut jb&g-r ™ ^ IliiEffi © 

M;tt^J::j*i©:?i7^y::^S 4 0 2eDfeiico^, 7.j-y^S 

4 0 3 (D^a{C#6ltl!C, llt-§-fb|4g7--i?^lEffl(0^ 

i 5 fl^^ $ iTtfcb «o -e 5 C i SrlSEl- S J: 
[0 0 9 91 e^±. r©^P«C5^Sgcoilf^SSr^l^Lfc 
>^-rAicj;bT. ^m%<r>-=iV^zi.—^l/7^y-h.'kl^\-^X 

{yny\^-^^7.^^ CD-ROM^) li^hn.y'xi^ 

So 

[0 10 0] *fcs ^ly\^^~9\t.-:fxi^y ^^£^^-f 
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?>it)fy<Dmm±. mmmi^ mimm. mm^y hp- 
-i^oUTp^ (BBS) imf'c^^y-'^'^n^u 

[0 10 1] fs:is. OS ^mm<D-m^:^nt?)m^. 
mx\%. ^(Dmrnrnzn.. ^^^f^^-^tmnt^^ 

kiX\^^h<Dbi-^, 

[010 21 

[|llffi©M*/j;fi0Jl 

[mil :L(D^m<D^m<oimKi)^t^^^~j>^'y^TJ^^ 
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vxh^o 

{gi4] t@i:miE(o^a^^^i-7o-^t- N-r-foSo 
[He] 'i^-A7"Dc/7i»©^tT©*J^S<^^Ji^W&Si- 

1 
1 
1 
1 
1 
1 
1 
1 

20 2 
2 



2 2 
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